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	1.0- Policy Summary
ADVR releases no personal information on individuals receiving VR services without a signed release or a court order.  ADVR regards the protection of an individual’s confidentiality as one of the division’s greatest responsibilities and is bound by both federal and state law to safeguard the confidentiality of the individuals participating in the Alaska VR program.  

ADVR must use the personal information for the following purposes only:

1. To determine eligibility for VR services; 

2. To assign a priority for order of selection; and

3. To determine the VR services included in the individualized plan for employment.

ADVR will make the information in the case record available to the individual upon receiving a written request from the individual, unless: 

1. The VR counselor determines the information may be harmful to the individual. This information will then be released through a third party chosen by the individual; or

2. The information was obtained from another agency or service provider with clear restrictions on the re-release of the information.  ADVR must then release the information only under the condition set forth by the original source of the information.
ADVR will release the individual’s information to other programs or authorities only with the informed written consent of the individual, unless:

1. The individual poses a threat to themselves or others or

2. The information has been requested via a court order signed by a judge or magistrate.


2.0 – Definitions

Informed written consent: ADVR and many other agencies and organizations have release of information (ROI) forms which can satisfy the criteria of ‘informed written consent’.  ADVR will honor ROIs which: 
1. Meet any federal or state legal requirements;

2. Are written in language that the individual or their representative understands;
3. Have beginning and ending dates, indicating the length of time the release is in effect;

4. Are signed and dated by the individual or their representative;

5. Identify ADVR as the agency authorized to use, disclose or receive the information;

6. Identify the parties to whom the information may be released;

7. Identify the specific information to be released;

8. Identify the parties to whom the information is being requested from; and

9. Identify the specific purpose(s) for which the information may be used.

3. 0 – Procedures

3.1 – Release of information to an individual or his/her representative

1. The written request must be signed and dated.

2. All requested information in the case record shall be made available, except:

· Medical or psychological information that the VR counselor determines may be harmful to the individual. This information will be released through a third party chosen by the individual. The third party may include a family member, an advocate, a qualified medical or mental health professional, or a court-appointed representative.  ADVR can also pay for a qualified medical or mental health professional to interpret the information directly to the individual.
· Information obtained from another agency or professional. This information may be released only by or under conditions established by that agency or professional.

3. ADVR will respond to an individual’s written request for information within ten (10) working days after receipt of the request.  One copy of the case record will be made for the individual at no charge.  Subsequent copies will be provided at the rate of $.25 per page.
3.2 – Release of information to another agency or organization

1. An acceptable ROI must be signed and dated, identifying the agency receiving the information.

2. The other agency must demonstrate the information requested is necessary for its program.

3. Medical or psychological information that the VR counselor determines may be harmful to the individual may be released to the agency, if the agency assures ADVR that the information will be used only as intended and will not be released to the individual.

4. Under no circumstances will verbal or telephone requests for case record information be honored without a previously signed ROI.

5. ADVR will not honor ‘blanket’ releases.  Information requests must specially identify ADVR as the source.

3.3 – Releasing or obtaining information without written consent

ADVR may release or obtain personal information without a signed ADVR release of information form in the following situations:

1. ADVR may release personal information in order to protect the individual or others when the individual poses a threat to their safety or the safety of others. The VR manager or their supervisor should be consulted in this situation prior to release of information.
2. Audit, Evaluation or Research: The Director of ADVR may release personal information to an entity auditing or doing research on the VR program.  The entity must assure confidentiality will be safeguarded and no identifying personal information will be revealed.

3. 4 – Subpoenas 

A court may subpoena an individual’s case record.  Confidentiality statutes (AS 23.15.190 and 34 CFR § 361.38) apply even in the event of a subpoena.  

Upon receipt of a subpoena, the VR counselor or VR manager must immediately notify the individual, by telephone if possible and in writing, of the subpoena.  Determine if the individual wants ADVR to honor the subpoena.  
If the individual agrees to the subpoena:

1. Make arrangements for the individual to come to ADVR and sign the ROI, specifying the information to be released.  Mailing the ROI to the individual for signature is not recommended, although is some cases is unavoidable. Since we are responding to a legal request, we will, to the best of our ability, ensure the individual in question is the signatory on the ROI.
2. Communicate in writing with the court or attorney which originated the subpoena, stating:
· State and federal regulations prohibit ADVR from sharing any individual’s information without an ADVR ROI signed by the individual (cite the statutes AS 23.15.190 and 34 CFR § 361.38);

· ADVR has notified the individual of the subpoena;

· The individual has agreed to release the information; and

· ADVR will honor the subpoena once the signed ROI has been received.  

3. Obtain the signed ROI:

· Place a copy of the signed ROI in the case file and

· Copy only the information indicated on the signed ROI; verify we are not re-releasing information contrary to the originator’s stipulation.  

If the individual does not agree to honor the subpoena, the VR manager will:

1. Provide the Chief of Rehabilitation Services a copy of the subpoena and a brief summary of the situation. 

2. Contact the attorney general’s (AG) office, explain the situation and request legal intervention.
3. Communicate in writing with the attorney or court which originated the subpoena, stating:

· State and federal regulations prohibit ADVR from sharing any individual’s information without an ADVR ROI signed by the individual (cite the statutes AS 23.15.190 and 34 CFR § 361.38);

· ADVR has notified the individual of the subpoena;

· The individual has not agreed to release the information; and

· ADVR has referred the matter to the State of Alaska Attorney General’s office.  

If, after consultation with the AG’s office, ADVR cannot obtain a written release from the individual and the subpoena is still in effect, ADVR must honor the subpoena.  The VR counselor will:

1. Take the requested case record information to the hearing, trial or deposition;

2. Indicate to the hearing official that this information is confidential under both federal and state regulations, citing the appropriate statutes; and

3. Give the information to the court or attorney if the official still insists.  The court then assumes, in spite of the notification of the violation of federal and state regulations, the responsibility for the breach. 

3.5 – Employees, family members and in-house record management

All case service records for employees or an employee’s immediate family member will be kept in the Anchorage administrative office under the control of the Chief of Rehabilitation Services to insure maximum confidentiality and the separation between employees and individuals receiving services from the division.  

Individuals receiving VR services who subsequently become ADVR employees will be assigned a counselor outside their home office.  Case records are kept in a secure location at end of the work day.  During the work day when case records are being updated, employees will safeguard the confidentially of the records to the extent possible. 

3.6 – Case file records

Case file records are not to be altered or deleted by individuals or non-agency personnel who, in selected situations, may inspect, review and received copies of personal records.  An individual who believes the case record to be inaccurate or misleading may request in writing that the VR counselor amend the information.  The VR counselor has the choice of amending the case record.  If the case record is not amended, the individual may request their own amending statement be inserted into the case record.

ADVR keeps case records in a secure location for three years after a case is closed.   The case record includes, but is not limited to:

1. The application or request for VR services;

2. Records that verify the severity and type of disability;

3. The eligibility determination and the rehabilitation needs;

4. Information on trial work experiences, if used;

5. Financial needs form;

6. Information gathered for the development of the individualized plan for employment (IPE);

7. The IPE, including amendments and annual reviews;

8. Written results of mediation or fair hearings, if held;

9.  Written summary of the need for post-employment services;

10.  Correspondence; 

11.  Copies of authorizations for the procurement of services; and

12.  Notification of case closure and appeal rights.

3.7 – Job development by a VR counselor
A counselor engaged in job development, with the knowledge and consent of the individual, may disclose relevant information about the individual’s ability to perform the job, such as work skills, educational background, capacity to learn new skills, etc.  Information about an individual’s disability is generally not released to employers except when job accommodation(s) or site modification will be needed, or a situation could be hazardous to the individual or to others. Informed, written consent to release the information from the individual is required.  

3.8 – Procurement of services 

A signed ROI with the appropriate categories initialed, is required when services are being purchased or procured free-of-charge and personal information is needed by the vendor.  This includes job coaches and work adjustors.  An ROI is also required in advance of making medical or psychiatric appointments.
3.9 – Alcohol and other drug (AOD) confidentiality rule
The confidentiality of records associated with alcohol and other drug programs are further protected by federal regulation 42 CFR Part 2.  The purpose of the regulation is to encourage substance abusers to seek treatment, whereas they might otherwise be deterred for fear that their substance abuse treatment would become public information.  As recipients of AOD patient information, ADVR is subject to 42 CFR Part2.
ADVR’s ROI complies with the requirement of 42 CFR Part 2.  Redisclosure of AOD information is made only with a signed ROI by the individual or his/her legal representative.  Penalties associated with the misuse of AOD information are $500 for the first violation and up to $5,000 for each subsequent offense.

4.0 – Exceptions

Any exception to policy must be approved by the Chief of Rehabilitation Services or his/her designee.
5.0 – FAQs
1. Question: Do we need to get a signed release to get information from Disability Determination Services (DDS)?

Answer: Yes.
2. Question: Do we need a signed release to give information to DDS?

Answer: Yes.
3. Question: What if the ombudsman or the attorney general wants information and we have no signed release, can I give them any information?

Answer: No, we must have a signed release to give out any information unless we are subpoenaed.  See 3.4 – Subpoenas of this policy for further information.

4. Question: What if a policeman or a trooper calls and wants information but won’t say why, what can I say?

Answer: Nothing.  You cannot tell anyone anything about an individual without a signed release, unless the individual is in danger of hurting themselves or others.  If this is the case, refer the call to the VR manger.

5. Question: Can I give information to a private investigator?

Answer: No, not without a signed release.

6. Question: When do we give out case notes?

Answer: We would need a signed and dated written request from the individual or their representative.  A VR counselor should use the same guidelines for releasing case notes as is used for medical information.  If the VR counselor believes the case notes may be harmful to the individual, the case notes would then be given to a family member, an advocate, a medical professional, or a court-appointed representative.

7. Question: What exactly is meant by the statement “Information obtained from another agency or professional”? This information may be released only by or under conditions established by that agency or professional”.
Answer: ADVR routinely collects personal information on an individual during the eligibility and planning processes. Sometimes the originator of the information stipulates how and by whom the information is to be used.  For example, a psychiatric report may provide information that should be seen only by someone who is trained to understand the information.  For anyone else to get that information, they must go to the source, in this case, the psychiatrist.

8. Question: What is an example of a situation where we would release information without an individual’s consent in order to protect them or others?
Answer: A call from a suicide hotline is an example where it would be very appropriate to release information in order to protect the individual.  Refer the call to a VR manger.  The manager will ascertain that the person calling is legitimate and will release information as deemed appropriate to protect the individual.

A medical emergency where a condition is present which poses an immediate threat to the health of the individual is also a situation where information may be released.  Disclosure can be made only to medical personnel and a need for immediate medical intervention must exist.

An example of another individual at risk could be suspected child abuse.  If this situation occurs, consult with your immediate supervisor to determine the action to be taken.

9. Question: An adult served by ADVR has died and a relative is requesting a copy of the case record.  Can we give it to her?

Answer:  The case records may be released to the executor of the estate or if there is none, the surviving next of kin.

10.  Question:  Is a faxed ROI acceptable?

Answer: Yes.
11. Question: Why do I have to get a release before I make a doctor’s appointment?  I have made many appointments over the years and have never had a problem.  It seems like a waste of time.
Answer: Times have changed.  Often personal information is needed in order to make appointments.  In the past, we have had individuals concerned when ADVR shared information when making an appointment for a psychological exam without their knowledge.  The time required to get a ROI is minor compared to dealing with a breach of confidentiality.

12.  Question: Do we fall under HIPPA?
Answer: State VR agencies do not qualify as one of the entities covered under the Health Insurance Portability and Protection Act (HIPPA).  There is a letter from the ADVR director on our intra-net site and attached to this policy explaining our status.  Some medical providers do not agree with our explanation and require us to use their ROI.  If you encounter this situation, notify your manager, but go ahead and use their form in order to acquire the needed information.
13.  Question:  Who can legally sign a ROI?

Answer: The adult individual receiving VR services; the parent or guardian of the individual who is a minor; or a court appointed representative.
14. Question:  If I am working with an individual and a job coach on an on-going basis, do I need to get a new release after a year?

Answer: Yes, ADVR’s release is valid for only one year.  Renewing those releases that go on for multiple years might be done at the plan’s annual review.

6.0 – Forms

1. ADVR Release of Information

2. HIPPA letter
�
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